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1.2

Overview of the Integration

This integration Application Note outlines the feature set, connectivity, interfacing and settings to be done in order to
use the OPTEX product line in BVMS or BVMS managed products like DIVAR IP all-in-one 5000 Series.

This Application Note also assumes that the reader is knowledgeable on both Bosch BVMS as well as OPTEX
products.

Benefits of the integration

This integration solution with the OPTEX sensors and Bosch BVMS products provides security solutions for a wide
range of application sectors like Remote Video Monitoring, Petrol/Gas, Government & Military, Transportation,
Retail & Logistics, Industrial Sites, Banking, Museums & Art Galleries, Leisure, Residential & VIP.

The OPTEX detectors provide accurate detection information that is passed on to BVMS allowing the security
manager to set up any desirable video follow up scenario like automated Goto Preset of IP cameras and/or start
recording scenarios. Furthermore the OPTEX detector information will be stored in BVMS and can be used as
forensic search data to easily find corresponding incidents as recorded video evidence. This OPTEX-BOSCH

integration provides a tailor made solution for almost any intrusion scenario imaginable.

Principle of the integration

OPTEX lasers detect, analyze and track objects and can be programmed to scan areas, horizontally and vertically.
At any alarm, the OPTEX device will create a ASCII string or so called REDWALL Basic Event Code that is passed
on to the Bosch interface embedded within the DIVAR IP all-in-one 5000. This interface is called
ATM/POS_Service. This interface will capture the Basic Event Code, filters and processes the data and passes
this on to the internal BVMS standard ATM/POS socket. The ATM/POS service is capable to process up to 16
OPTEX devices at the time allowing 16 OPTEX devices to send their detector information to BVMS at any time.
The OPTEX device will send the OPTEX Basic Event Code format that describes the detected infringement.

This Basic Event Code format and syntax looks like an ASCII string of the following format and content (Figl):




List of basic event codes (Redscan codes shown)

Address /
of the
Redscan

y1 y2 y3 y4 .y y10
Master Latest Multiple alarms Multiple Dirt on the Tamper circuit
alarm alarm (Details combination) alarms window activates

Fig. 1 Basic Event Codes

OPTEX Event Codes are product type dependent. Please consult OPTEX support for the latest updated list of
codes ( R.E.C. Event codes with combi codes.xIsx)

Inside the BVMS configuration, the Basic Event Code data is regarded as Text Data and can internally be stored
and processed as Event Data. This allows the user to do dedicated BVMS event search to quickly find all events of
certain types but also allows the installer to pre-program dedicated tailored scripts in the BVMS Server to activate a
live (distributed) alarm and enhanced follow-up scenario for Operator Workstations and/or cameras on the site.

1.3 OPTEX products tested for this integration

The OPTEX products tested are:
a. REDSCAN RLS-3060SH Intrusion Detector Laser Unit
Find details here: https://www.optex-europe.com/products/intrusion-detection/rls-3060sh

Fig.2 REDSCAN RLS-3060SH

b. REDWALL PIE-1 Encoder 5 input detector
Find details here: https://www.optex-europe.com/products/intrusion-detection/pie-1



https://www.optex-europe.com/products/intrusion-detection/rls-3060sh
https://www.optex-europe.com/products/intrusion-detection/pie-1
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Fig. 3 PIE-1 Encoder

c. Redscan Manager Version: 8.3.0.3 Software

This software can be downloaded or obtained via OPTEX.
tech-support@optex-europe.com

Note:
This AppNote will concentrate on the integration set up of the RLS-3060SH Laser in BVMS only.
In principle, all other OPTEX products that supply the same interfacing via the OPTEX Basic Event Code format, can be

used in the same way as this RLS-3060SH and are equally to be programmed in BVMS as shown below.

1.4 Bosch products used for this integration

The Bosch DIVAR IP all-in-one 5000 products are all standardly licensed in order to be used for this integration.

a. All DIVAR IP all-in-one 5000 versions as described in the Datasheet here can be used:
https://resource.boschsecurity.com/documents/DIP aio 5000 Data sheet enUS 71312221451.pdf

Fig. 4 DIVAR IP all-in-one 5000

b. ATMPOS_Service 1.00.00.09 Package.
This can be retrieved via IPP or via the following link:
https://partner.ipp.boschsecurity.com/cloud/index.php/s/F NsWoWrj2xdTX06

The ZIP Package includes the following files. See Fig.5


mailto:tech-support@optex-europe.com
https://resource.boschsecurity.com/documents/DIP_aio_5000_Data_sheet_enUS_71312221451.pdf
https://partner.ipp.boschsecurity.com/cloud/index.php/s/FNsWoWrj2xdTX06

Mame

Size

AC++ 2010 SP1 Redistributable | 4935 416
@.&'IM PO% Service Installation Manual pdf 284 796
i setup.msi 2 097 669

Fig. 5 ATMPOS_Service_1.00.00.09_Package

The Setup.msi should be run in Administrator mode (right mouse.. Run as Administrator)
The installer will also copy a document “ATM POS Service User Guide.pdf’ to you disk.




2.

Technical details and Setup of the integration

2.1 OPTEX RLS3060SH device preparation

To setup the REDSCAN Laser detection areas, masks, I//O settings and Network specs you can use the OPTEX
REDSCAN Manager software as supplied via OPTEX.

Make sure that the Laser Network Settings are programmed correctly (The Laser default IP number is 192.168.0.126) . In
the illustrations following, the Laser IP has been reconfigured to IP number 192.168.10.126

In order to connect the Laser to the DIVAR IP all-in-one 5000 you must also program the DIVAR IP socket destination here
where the Laser Basic Code Events have to be reported to. This is done via the I/O button in the top menu line of the
REDSCAN Manager Software.

See figure 6.

REDSCAN Manager Advanced (ver 6.0.2.3)

Basic Settings

Tools

Advanced Settings

View REDSCAN Manager Settings

1/0 Settings =i
25
Protocol
 UDP € UDPand TCP
Detector ID [Properties__ |
™ Use and arbiraty rumbes (0:959) Detector
[Gom 1 =] [Voredsear =
Transmission Interval of T
Edit Group/Detector Information I Edit Detector Information
53 (1.3600 s0c)
Detector Information
Clear Code Timing Model [REDSGAN [RLS-30605H]
[ 5= (260 sec) Version \version 730 (16/11/11)
F 1P Address |192.168.10.126
Heartbeat for Device Monitoring
L Ll i B Detector Settings
UDP Detection Mode |Indoor Ceiling/Wall protection mode =
< & Br Urioan Detection Area v
s Sensitivity Low
1P Sikbs Destiation) I Tt || [Mmimum Tareet Size. [Small
Environmental Resistance Disable
Port Nuns 12343 (0-65535) Auto Area Adjustment |Disable
Dlpe Width of learning Perimeter INot Applicable -
Number of Transmission 120 5a %%QegsA‘sl ‘,@J'-PH Alarm Status
= ( J( J( J( J
1P Addvess (Destination) [ 192.168.10.99
i I— o [ m ) = )
Feshubs (u Sl : Masking/Allocating File  [No.1 = Replace
portiasjprogrammed|injthe]ATIM/R®Sjsenvicejonjthe) DR
_Coca |

Fig. 6 REDSCAN Manager Software

Since the ATM/POS service, which has to receive the Event code, is running on the DIVAR IP all-in-one 5000 unit, you
have to insert the IP number and the ATM/POS service port (in this case 7100) that corresponds to the Terminal-ID in the
ATM/POS service configuration receiving this event.1



2.2

Bosch DIVAR IP all-in-one 5000 preparation

2.2.1 Define the ATM/POS interface service

The ATM/PQOS Service is a separate Windows service that runs in the background on a DIVAR IP all-in-one 5000.

It provides a general data collection interface between an external application and BVMS.

It therefor takes external ASCII Text data received on its IP socket and passes this on to the ATM/POS internal IP

input of DIVAR IP all-in-one 5000 (BVMS) local host IP (127.0.0.1).

Please install the ATM/POS Service in the C:/Program Files(x86)/Bosch/ATM POS Service directory of a DIVAR

IP all-in-one 5000, you can use this service now on the DIVAR IP all-in-one 5000 right away.

For BVMS Systems, the service can be installed separately on the BVMS Server or any other Windows PC in the

Network.

Please consult the ATM POS Service Installation Manual of the ATM/POS Service to install the ATM/POS
service step by step in case you use a BVMS system and not a DIVAR IP all-in-one 5000.

2.2.2 How to configure the ATM/POS Service for OPTEX devices

The next step is to set up the OPTEX channels as an Text Data supplier device.

A new Text Data source like OPTEX devices can be added using the configurator that can be found here:
C:/Program Files(x86)/Bosch/ATM POS Service BoschATMPOSConfigurator.exe See Fig.7.

This configuration tool can be used to add, to edit, to delete, and to save these

configuration settings.

This will create the Service.xml file content for the runtime environment at start of the service and also for the

BoschATMPOSConfigurator tool as own settings .

File Devices.. Help

|[ == BVMS ATM/POS Server Device Properties e

.4 ATM/POS Device: 1 ATM/POS Device IP Address: 192.168.10.126 L_Configure ATM/POS Device |
ATM/POS Device Port: 7100 Delete ATM/POS Device
ATM/POS Teminal ID: 1

Add Device:

ATM/POS Device Properties Firewall Settings
IP Address: |192.168.10.126 y
Port: |71 00 ' IOpen Port
BVMS Properties
ATM/PQOS Teminal ID: 1
OK Cancel

Ready

Fig. 7 The Bosch ATM/POS Configurator Tool




2.3

Note:

The button “Open Port” automatically opens the defined port in your firewall to receive the Text Data.

Each ATM port must be unique for each Text Data device configured.

The default configuration file Service.xml also should be located in the same folder. At launch, the
BoschATMPOSConfigurator tool should load the configuration settings from the Service.xml file. The user can
manual modify and save things.

Note: the Codepage language is fixed to English.

The Service.xml shows then like Fig8:

<Service>
<DefaultAtm Terminalld="1" CodePage="US" DeviceId="0" />
<Atm IpAddress="192.168.10.126" Terminalld="1" CodePage="US" DeviceId="0" />
<Brd IpAddress="127.0.0.1" ConnectionPort="4201" TxToBrdPort="4200" RecvTimeout="250" TempFolder="C:\AtmPosDump" Recordinglanguage="GERMAN">
<Terminal Id="1" Name="POS Input 1" />
</Brd>
<AtmListener TcpPort="7100" RecvTimeout="1000" MaxSizeData="7000" AcceptsAny="1" />
</Service>

Fig.8 The file Service.xml with all initial settings

A finished setup looks like Fig. 7 and 8

This is all it takes to setup the data capture service for the REDSCAN Laser.

In the same directory mentioned above you can find this service named as AtmPosService.exe . You can check if
this service is running as a Windows background (consult services.msc). After a configuration change, either in
Service.xml or via the tool, you must manually restart this ATM/POS service.

To do this, please run the file RestartATMPOSService.bat in the install directory.

(BVMS restarts this service automatically at every restart of the BVMS server).

Note: If the service does not start then there could be an error in your configuration like the same port used twice..

DIVAR IP all-in-one 5000 BVMS Configuration Client preparation

In order to receive the OPTEX Event data and to store this data along with video footage also BVMS must be setup
to receive the data that is routed from the OPTEX device via the ATM/POS service towards the BVMS server in the
DIVAR IP (or on a PC)
To configure the DIVAR IP or BVMS for this integration, you can use the BVMS Config Client as installed in the
Start menu of Windows.
The steps to do are:

a. Define an ATM/POS device (representing the ATM/POS service)

b. Define the Event reaction in BVMS resulting from this event and when.

c. Define which camera should record the event data along its video footage

d. Restart the BVMS server and Operator Clients.
The various figures below show these steps.

There are 16 inputs in the following picture on the right. Make sure that the input number corresponds with the
TerminallD of the defined ATM/POS device in Fig 7.
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& Configuration Client (127.0.0.1, User: Admin)

System Hardware Tools Reports Settings Help

B oeves >€-} ol >E"'° Schesie >§' Ca":.zgfsis;d> A = >
B r) XK j CD t? Change device passwords

= Q Device Tree [11]

Bosch ATM/POS-Bridge | Inputs |

E]B Enterprise System [1]

|
~[EL,. Bosch Recording Station/DiBos 1| M | RLS-3080sH
L. DVR (Digital Video Recorder) 2[ 0|
- TER Matrix Switches
e 3) O |
&2, Viorkstations [1] |
@ Monitors [3] 4 O ‘
=83 Other Devices [12] |
EI Communication Devices ‘
B @ ATMIPOS [1] ‘
[ —ROPTEX Events =
@ Foyer Card Readers O

n m um m mmE.

AN Virtual Inputs

= A SNmMP [2)

“pa2 CCTV Keyboards
6> 110 Modules

[CL,. Mobile Video Services

E| Intrusion Panels

Q" Video Analytics

defined|i

peA AR

o . uselherejtheisamejinputinumber;
i P CE R baticr cbrre’sp'onE#g jtoithe ﬂ'qe?}nmgaj
eajink

nifigure)7

Fig. 9 Define an ATM/POS device (representing the ATM/POS service)

1



To define the OPTEX device event follow up in the Event TAB, see Fig 10 below.

System Hardware Tools Reports Settings Help

' Maps and m C d
2 e > €.} Maps and > B scnones >§ amess an > Events > i > 282 USergmps>
&/ Events and Alarms Debounce Settings for Data Input#] Settings for 'Data Input’ |
@ [, BRSIDiBos Devices

4
1 ‘ I Device A | Network [ TriggerAlam | Log | Script | Event Options
o [, D Devices Address cdulc Text Data R
# O ONVIF Encoders Y RLS-3080SH [127.001 =
@ [ VR Devices
% O Encoders/Decoders

& & VRM Devices Text datgse€Brding on event ‘Data Input' for device 'RLS-3080SH
® = Allegiant Devices /

@ [ System Devices

Qv
= [ ATMIPOS Devices | — ‘
03 POS Bridge ol B —

Logical Tree

= o= POS Bridge Input /
A

[ o3 DTP Device

ThejRedScan|EventiDatajwilllbejrecorded
i ) tojtheiticketicamera
[+ o ATM Device
[+ o= ATM Input

B3 Network Devices
& e RTSPUPEG Devices
& [l Foyer Card Reader Devices

= B Intrusion Panel devices

Fig. 10 Define the Event reaction in BVMS resulting from this event and when

In the above setup you can see follow-up programmed that initiated an alarm (scheduled as “Always”) for that
REDSCAN Data Input Event. On the far right you find the button to program to which camera(s) the Event Text

data should be stored.

&

System Hardware Tools Reports Settings Help

o= A' Maps and l Camerasand
B oo VDt )ER e

Recording > A Events > Alarms >.“ UsergroHDS>

B9 8 D 8 /
& A\ Events and Alarms POS Bridge Input - Data Input

@ ffl,. BRSIDiBos Devices

i L, D Devices Device 7 | Alarm Identity Alarm Image Panes [ Moe |
e I Name. [ n ess | Priority | Title [ Color ] 2 3 4 5 | AudioFile | Alarm Options. |
B3 ONVIF Encoders » | RLS-3080SH 001 20 Datel 000 1921681072 =0 1921681013 l
& E NVR Devices ™ ~
O Encoders/Decoders ans RLS-3080SH - POS Bridge Input - Data Input / %

& 'VRM Devices

:% 4 Cameras  Notifications \/orkﬂow Menitor Deviating Alarm Duration Settings

& Allegiant Devices Ne Location I Rmdynm Rec [ Deviating Alarm Duration Sett | Auxiliary Command | Predefined Position

@[ systemDevices 3 19215510130 Cameﬁ Logical Tree r
& F) ATMIPOS Devices |1 miC Logical Tree

=
# o= POS Bridge

= omm POS Bridge Input * * 4 f

5 EADT AtjAlarmjtherejareivarious|BVMSjactionsidefinable;!!!
[+ oEm ATM Device
@ o ATM Input

&8 Network Devices

® E RTSP/PEG Devices

& [I_IJ Foyer Card Reader Devices

& B Intrusion Panel devices

Fig. 11 Define the ALARM reaction in BVMS resulting from this event and when

4

The above alarm settings and features addressed are activated as a result of an alarm acknowledge. Also notice in
the red circle that the REDSCAN Laser detector will automatically call-up the 2 event involved Cameras

When all BVMS settings are inserted you can re-activate the BVMS Server by pressing the Activation button in the

left top screen of the Config Client. See Fig. 12
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3.1

System Hardware Tools Reports Settings

= ; M d
B i ) ey U

g Fs- Dvr Devices
# = ONVIF Encoders

@ [y NVR Devices

[+ e Encoders/Decoders

@ & VRM Devices

@ a? Allegiant Devices

£ E] System Devices

=] ATM/POS Devices
- ox=a POS Bridge
= o= POS Bridge Input

A

T — T

Fig. 12 Restart the BVMS server and Operator Clients.

Also at this point, the Operator Clients must restart with the new database content and will then show the altered
settings in their GUI.

Test and see the integration at work !

Provided you have followed the above guideline and programmed the various elements correctly, you can now put
the OPTEX — Bosch integration to the test.

Test Setup

For the DIVAR IP , the ATM/POS service Version 1.00.00.09 was used on a DIVAR IP all-in-one 5000 with Version

10.0 BVMS and some cameras were added to the system.
To test the OPTEX device Event Code generation, as listed in Fig. 1 , the REDSCAN Laser was forced into Alarm

Mode via an intrusion simulation.
This was done on the REDSCAN laser by setting up a scan environment with 4 Alarm zones (B2,B1,A1,A2) and

penetrating the zones.
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3.2

OPTEX detection of specific Alarms as shown in OPTEX GUIs

See the device alarm in below Figl3

BS REDSCAN Manager Advanced {ver 6.0.2.3)

— T el |
Basic Settings  Advanced Settings ~ Tools | View = REDSCAN Manager Settings

SHETE B,

Versical Horgontal o s Detection Dension Candidate Object

— Zoom Out Zoom In Home Heip
Fip Fip Ares Range s (o) {F10) (F11) (F12)
i
Properties A \ INTRUDER
Detector |
[Group 1 =] [MyRedScan = f
Edit Group/Detector Information | | Edit Detector Information I {
Detector Information g |
Model REDSGAN [RLS-3060SH] ‘(
Version version 730 (16/11/11) \
H
1P Address 192.168.10.126 |
Detector Settings / I
Detection Mode Tndoor Ceiling/Wall protection mode =5 {' Intrusion Zone Intrusion Zone. Intrusion Zone
Detection Area v I§ B2 B1 4 A2
i
Sensitivity Low [ H
Minimum Target Size Small \
Environmental Resistance Disable )
Auto Area Adjustment Disable i
Width of leaming Perimeter Not Applicable = {
Alarm Status L ALARM A2 activates and will send fo the DIP 3000 Event code ——
( J Il ) ) S

..///A
S
{ -
Maskine/Allocating File No.1 | Replace N
|

Z o REDSCAN Laser
T aaill Position

1 - R s

Fig. 13 AREDSCAN laser event triggers an alarm in Zone 2 in the REDSCAN Manager GUI

The device’s alarm will be send along with their dedicated Event Codes to the DIVAR IP all-in-one 5000.
The default Event Code start characters , identifying the device in the below screen shot are:

- REDSCAN Laser (192.168.10.126) = RLS126

At an OPTEX alarm, the Event Code transmission to the DIVAR IP will trigger the DIVAR IP event settings.
As a result and according to the DIVAR IP settings, this event will be processed.
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3.3 Event Code and alarm reporting as shown in BVMS Operator Client

fafseconds)iaterdallearof{\ViasterAlarmzonea?
IVMasterAlarmZoneA?

Fig.14 The Operator Client receives the REDSCAN Laser Master Alarm for Zone A2

The Event Code received along with the Alarm will also be stored to the recordings of the camera(s) that you nominated in
Fig.10 in the tickboxes for the column called Text Data Recording.
We will use this for further tests if needed.

3.4 Search for video of an OPTEXT Event in the DIVAR IP Recorded Data Base

For finding video Evidence you can either use the “Find Video By Event” button in BVMS or use the “ Text Data Search”
button (as shown in Fig 15).
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Search for Text Data

Search in recordings of

Sources

(= MIC

Searchlperiod

Start time 03:48:03 PM . 12110/2019

End time 03:52:43 PM . 1211072019

Search Lonaitions

Add Data Field Name

Transaction Text

searchitypel

Remove

Remove All

b 4

w

Wo e
interested]in!
Comparative Value RedScan

"RLS126"] @@i@
=]

ch

Fig. 15 Find any OPTEX event over a certain time period for a particular device.

3.5 OPTEX events found with Event Code as shown in the Operator Client GUI

After the search has finished, the result shows in the Operator Client with all evidence on one screen.

The recorded event data that can be consulted here is:

1. all Alarm details like time / date , source device etc (also logged in log files).

2. Theinvolved camera details closest to the event location.

3. The reported OPTEX Event Code synchronously reproduced from the live occurrence

The Operator can instantly use al playback options and also click any other search result lines for further consultation.

See Fig. 16
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[2] Operator Client - Control - Monitor 1

Output - 01
Camera-01[3]
irtual Input 1

- Camer:

(= 19216
T M

Transaction Text RL5126MOAL

Transaction Text RLS126CL

Thils CPTEX evart

(datalcantaisoloe)

imadefayailablelin]
T SRR R 12/10/2019 04:12:52PM : - Q& 1 pkybackmeds esdhe

ecording Came.
A IC

Data Input RLS-

Data Input RLS-3080SH
Data Input RLS-3080SH
Data Input S

Data Input

Fig. 16 List and show any OPTEX REDSCAN event over a certain time period for a particular device.
If this is all working fine, you can start to fine tune the integration application.

The options are that you activate functions and features via the Event and Alarm Screens in the Configuration Client as a
result of OPTEX messages.

It is easy for instance to filter on specific OPTEX Event Code in order to invoke specific action in BVMS as a follow-up to
the incident for operators.

To design such specific action, the Integrator can extend the standard BVMS feature set for his end user or tailor the
integration solution by programming scriptlets in the BVMS on-board Script Editor/Compiler in the Config Client of BVMS.
This extra functionality allows Integrators to invoke adequate BVMS response on a very high level of automation and
optional integration communication to on-site subsystems.

You can find some examples in the Appendix of this document.

The details about how to compose, edit and compile C# or VB .NET scriptlets are part of the BVMS Advanced Integration
Workshop in Eindhoven. This workshop teaches you how to design integration features which are only limited by your own

imagination. Scripting is outside the scoop of the main BVMS Software feature set.

For further details, please contact the EMEA Integrator Partner Program (IPP) department in Eindhoven.
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4. How to control BVMS via OPTEX Laser detection events

4.1 Where to start ?

In order to build tailored event follow-up for BVMS and BVMS controlled devices such as presets for PTZ cameras or
populating Operator Client screens with involved cameras automatically, the above described Standard Integration should
work OK first. It has no sense to continue building new features at this point when the Standard Integration lacks incoming
event code generation or lacks communication between BVMS and OPTEX.

Following the guidelines above, a working Standard Integration will show the R.E.C event codes in the BVMS Operator
Client as alarm overview line each time the OPTEX device detects an incident. See fig 16 above.

With the Standard Integration, any OPTEX event code sent to BVMS generates an alarm and the event code can be
observed by the Operator. So far, there is no distinct or dedicated follow-up inside BVMS for each alarm individually. If
dedicated action is desired to happen you must create a so called Server Script in BVMS’s Server Script code editor to
follow up this alarm tailor made. Also , as we will learn later, via a Client Script we can follow up this alarm event on the
local Operators Workstation like populating incident cameras to the operators screen.

4.2 The principle of controlling BVMS via external events

In principle, events are “triggers” which can occur inside the BVMS Server or activated by external IP network devices such
as OPTEX. With this type of integration, the OPTEX events propagate from the IP network via the background ATM/POS
service into the core of the BVMS server. Such an event carries detailed event data about the Laser detected event.

In the Configuration Client of BVMS (in the EVENT TAB) you can link each ATM/POS incoming Data Input, containing the
OPTEX event (ASCII) code, to a Server Script.

A
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+ o ONVIF Encoders
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Script Schedule Text Data R
‘<none> Always =
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i [l Foyer Card Reader Devices
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Fig. 17. The Green box shows where Server Scripts show up and can be selected and scheduled for execution once being
added and compiled (see chapter 4.3).

Compiled Script code can interpret this incoming Event data (OPTEX Event codes) and by that activate internal BVMS

actions as well as external calls to devices and subsystems. This makes BVMS suitable for almost any integration project
and required feature set.
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4.3 A Server script to process incoming Event Data

Since BVMS contains all tools itself to design dedicated Scripts to follow-up reported incident events, no external
development software is needed to edit, nor to compile your script C# source code.
Scripts can be developed with the on board BVMS — SDK components and their methods.

You can add Scripts via the Config Client software of BVMS by selecting the Tools menu and then “Command Script
Editor”

&y

System Hardwar Reports Settings Help

= . M d
L I =
L %
= A Events and Alarms POSE
& FB BRS/DiBos Devices
£ FB- Dvr Devices e
- o= ONVIF Encoders
» | F
< E AN N e _J

Fig. 18. Invoking the Command Script editor in BVMS Config Client Software

The Script tools window opens with 2 panels; on the left the Client and Server Script survey of existing scripts and on the
right the Client and Server Editing Tabs.

For events, to invoke Script actions as a follow up to incoming BVMS events to the server, you need to add your script
code using the SERVER script Tab. On the contrary, Client Scripts are invoked by Operators and need to be added as
Client Script via the Client Script Tab.

4.4 Creating Scriptlets

To start editing, select in the left panel, the desired script type (ClientScript or ServerScript) and then select “New Scriptlet”
via a right mouse click. This action will automatically open in the right panel the associated Script Tab and a new entry for
your script code.
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Command Script Editor
[Elegn.c ® & s o @ = 2 X
= Scripts | Clientscrint|

= g ClientScript
£ viorkstationStartup

ServerScript”

IO Server Scripte back up 11.10.19

bosch.com

ype: ServerScript

& ‘ﬂ 4: // ScriptlLanguage: CS
5
6: using System;
7! using System.Diagnostics;
g8 using System.Collections.Generic;
9 using log4net;
10 using Bosch.Vms.Core;
11; using Bosch.Vms.SDK;
12: using System.Threading:;
13 using System.Net;
Right 14 using System.IO;
Mouse:.. :lLi using Bosch.Vms.SDK.Enterprise;
New;Scriptlet 17
[BvmsScriptClass()]
public class ServerScript

X
private WebRequest WrGETURL;
private Stream objStream;
private readonly IServerApi Api;
private readonly ILog Logger;
private readonly Queue<KeyValuePair<DateTime, Relay>> queue = new Queue<KeyValuePair<DateTime, Relay>>():
private readonly TimeSpan pause = TimeSpan.FromSeconds (1)
private readonly object syncObject = new object():
private RemoteClientApiEnterprise RCE;
public ServerScript(IServerApi api)
{
this.Logger = LogManager.GetLogger ("ServerScript"):
this.Api = api;
}
[Scriptlet ("3bele e0e2-4cd6-8474-a705£6£79296") ]

public void |ServerScriptlet EAencData e)

Fig. 19. Logical steps to create a Server Scritplet.

The next step is to change the Scriptlet Name to a dedicated name corresponding the content action of the scriptlet (inset
A).
Note:
- For Server Scripts, this new name will later also automatically appear in the Event Tab, at your device event
row where you can select the “Scripts” for that event to follow-up tht event.
- For Client Scripts, this new name will be used for adding Scriptlets to the Operators Logical Tree.

Next step is to add your dedicated source code (in this document C#) to the scriptlet where is says “Insert code here” by
overriding the green comment line with your code. (inset B)

Your script can be written in the editor area on the right using the onboard BVMS SDK (API). To do so and to get help
please open the API Help button on the top indicating “SDK /?”.

It is outside the scope of this Application Note to go into SDK details. (Please contact MKI/IPP Eindhoven for further BVMS
SDK details if required)

When your code has been added, you can compile by pressing the green tick in the left top corner or the Floppy Icon which
will compile and save you code (provided no errors are detected)

(inset C) . Please check and correct your code until there are no errrors reported from the compiler at the bottom of the
screen.

Leave the code screens when done.( your code must be error free and saved, before you can leave this page !!).

4.5 Bringing your Server Script into action.

A server scriptlet can be associated to any incoming BVMS event, once a new server scriptlet has been successfully
added. To do this, go to the Event TAB and select your invoking event on the left. On the right, all event invocation actions
can be programmed (to show alarms, to log and to activate a scriptlet)

Important to know is that Server Scriptlets also follow the BVMS programmed Time schedules.

(so do not forget to select a time schedule , See Fig 17 Green box).

To test your script, save your settings with the Save Changes (floppy icon - left top of the screen) or the adjacent ticky
button. (If you get compilation errors in the bottom pane, correct them first).

Now fire the event and check the outcome.
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Note:
Diagnosing Scriptlets and C#/VB6 Code is expected to be known and is not part of this document.

If you require further help then please contact the EMEA IPP department in Eindhoven the Netherlands.
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5.

5.1

Fig.

Appendix A Practical examples

REDSCAN RLS-3080SH Laser alarm fires dedicated Bosch PTZ camera Presets

This integration example creates the following Bosch and OPTEX automated security feature.

1. Whenever the Laser detects an Area 1 violation, the Bosch PTZ camera will automatically go to Preset 1.
2. Whenever the Laser detects an Area 2 violation, the Bosch PTZ camera will automatically go to Preset 2.
Etc..

To make this work create a Server script as follows:

(Replace the “//insert code here” section in an empty Server script by the red code below)

public void FilterOPTEXEventCode(EventData e)

{
if(e. Type=="DatalnputEvent” && e.DeviceName== “..see fig 9. used input name.. )
{
//Send PTZ camera with logical number 1 to the scene of interest according to the reported
laser Event Code
DomeCamera ThisDome=Api.DomeCameraManager.GetDomeCameraByLogicalNumber(1);
string LaserData= e[“PosData”);
if (LaserData.Contains(“RLS126 MOA1”))
{
//Sent PTZ Camera to Preset 1
Api.DomeCameraManager.MoveToPredefinedPosition(ThisDome,1);
}
else if (LaserData.Contains(“RLS126 MOA2”))
{
//Sent PTZ Camera to Preset 2
Api.DomeCameraManager.MoveToPredefinedPosition(ThisDome, 2);
}
}
}

20. Server Script to automatically show a crime scene fired from an OPTEX Laser Device.

How does this all work?:

1.

All event data sent from the Laser device will adhere to the OPTEX Event code syntax, in this case RLS followed by
the lowest IP Octet of your Laser’s IP number + specific event code. Example RLS126CL meaning alarm cleared.
(CL))The PTZ Presets must be programmed in the PTZ camera in advance and correspond to the desired Laser
area.

The script can contain further code to execute actions not available as standard functionality in BVMS. Example:
activating lights, opening barriers, interfacing to other systems etc.

The GUID is the uniquely given script GUID by the BVMS server when you added a “New Scriptlet”. DO NOT
ALTER this given GUID !

The Script name “FilterOPTEXEventCode” is a given name. You can take any name.

The 2 If(....... ) lines, filter on only ATM/POS data AND only data from the Device as named in the ATM/POS data
input field representing the Laser. In this case “RLS-3080SH” . See fig 9.

The Camera Logical Number must correspond with the given Logical Number in the Camera TAB of the BVMS
Config Client of that PTZ camera. (Column called “Number”)
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5.2

Make sure there is no compilation error before leaving this script. If there are errors reported then find the error line
indication in the error message. Consult the SDK/? Button if needed.

This script is an example showing the operational basics of scripts. The integrator is however responsible to
implement a smooth and save functionality taking operational and security aspects in account.

Also be informed that the OPTEX Event code can be a combination of multiple events and also there are codes that
indicate clearance of Alarms. (See Fig 1.) You can anticipate as programmer to these possible events in your C#
code and make you script rugged and sabotage/fool proof. See Appendix B and their Event Code publications for
details.

REDSCAN RLS-3060SH Laser alarm populates Operator screen with 4 cameras

This integration example showcases the following Bosch and OPTEX automated security feature.

Assume a Laser is continuously scanning the outside carpark on activities.

1. Atalaser alarm, the Operator Client Monitor 1 must go into Quad mode automatically.

2. The 4 cameras located on the corners of the carpark should be shown automatically on this quad as Camera 1
in Cameol, Camera 2 in Cameo2, Camera 3 in Cameo3, etc

3. When the Laser reports no activity anymore via a Clear (CL event), Monitor 1 returns to full screen mode and
shows Camera 1.

To make this work, we must:

a) Subscribe the workstation at login to receive the correct event from the BVMS Server

b) Instantiate an EventReceiver in the Workstation to capture that Laser event and follow up.

c) Derive and filter details of the received Eventdata, and as a result populate the workstation with the 4 cameras

or full screen OR Camera 1 in full screen at rest.
To use reported Laser events from the BVMS Server in the Operator GUI on his Workstation, we need to make a
Client Script that loads at Operator login and runs in the Workstation later.
This script contains all actions at runtime mentioned above, we will name

it i.e. “WorkstationStartup”.

Create the Client script in the Scripting code editor as follows:
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Command Script Editor

Elacl o Cul B Lo Bl 2 X

=] Scripts ClientScript” Server Script

// ScriptType: ClientScript

™

B {& ClientScript
// ScriptLanguage: CS

CP WorkstationStartup using System;

2
3
3] ﬁ ServerScript 4i using System.Diagnostics:
5! using System.Collections.Generic;
6: using log4net;
7: using Bosch.Vms.Core;
using Bosch.Vms.SDK;

10 [BvmsScriptClass ()]

11 public class ClientScript

12; {

13 private readonly IClientApi Api;

14 private readonly ILog Logger:;

private EventReceiver eventReceiverWs;
RemoteServerApi RSApi;

public ClientScript(IClientApi api)

{

=
0

this.Logger = LogManager.GetLogger ("ClientScript"):
this.Api = api;

}

public void Dispose()

if (eventReceiverWS !=null)
{
RSApi.EventManager.Unregister (eventReceiverWs); *
eventReceiverWS=null;

J oW N PO

WWWwWwwwwwWwNNNRDRNRNN NN R

8 RSApi=null;
9
0 }
1
2 [Scriptlet ("50a —0162-40d1-8d09-3a5cea2b9c6f") ]
4 {
S System.Threading.Thread.Sleep(2000);
6 try
7 {
8 RSApi = new RemoteServerZpi("192.168.10.249:5390", "admin","");
39 eventReceiverWS = new EventReceiverWS(Zpi, Logger):;
40 RSApi.EventManager.Register (eventReceiverWS, "DataInputEvent"”);//InputState
41 //Rpi.ApplicationManager.ShowMessage ("Registered for OPTEX Events");
42 }
43 catch (Exception ex)
44 {
45 Api.ApplicationManager.ShowMessage ("Error executing Workstation logon script"):
46 }
47 }
48
49

Fig. 21 The “WorkstationStart” script, event registration at the BVMS Server
How does this all work?:

1. The code will define the connection to the Server (Please also add the 3 red arrow associated code lines)
A local Eventreceiver is defined and instantiated.
Next this local EventReceiver is subscribed to the Server for a specific event namely “DatalnputEvent” as exposed

by the Laser. The effect is that the Workstation will ONLY receive the subscribed events.

Next add the specific code to the “WorkstationStartup” script in order to receive the eventdata filter this data and do the
video switching etc
Add the following code here :
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Command Script Editor

70 B T . - 8 TN O W S D

= [P Scripts ClientScript”  Server Script

5 gl ClientScript 31
32 [Scriptlet ("50a3717£-0162-40d1-8d09-3a5cea2b9c6£™) ]
é’ 33 public void WorkstationStartup()
@ g ServerScript 34 «

35 System.Threading.Thread.Sleep (2000) ;
36 try
37 {
38 RSApi = new RemoteServerApi("192.168.10.249:5390", "admin","");
39 eventReceiverWS = new EventReceiverWs (Api, Logger);
40 RSApi.E r.Register( iverWs, "DataInputEvent"”);//InputState
41 //Bpi.ApplicationManager.ShowMessage ("Registered for OPTEX Events®);
42 }
43 catch (Exception ex)
44 {
45 Bpi.Applicati r. ("Error executing Workstation logon script");
46 }
47 }
48
49
50 public class iverWws : E; iver
51 {
52 private IClientApi mApi;
53 private ILog mLogger;
54 public EventReceiverWs(IClientApi api, ILog logger)
55 {
56 mApi = api:
57 mLogger = logger;
58 }
59 public override void OnEvent (EventData e)
60 {
61 if (e.Type=="DataInputEvent" && e.DeviceName== "RLS-3080SH") //intercept when Laser sends data
62 {
63 string LaserData=e["PosData"l:
64
65 if (LaserData.Contains ("RLS126MOA2"))
66 {
67 mApi.ContentManager.SetGranularity(1,2); //set monitor 1 on quad
68 for(int i=1;i<5;i++)
69 {
70 mApi.ContentManager.DisplayCamera (new ImagePane (1,1),mApi.CameraManager.GetCameraByLogicalNumber (1)) ;
71 }
72 }
73 else if (LaserData.Contains ("RLS126CL"))
74
75 mApi.ContentManager.SetGranularity(l,1); //set monitor 1 on full and camera 1
76 mApi.ContentManager.DisplayCamera (new ImagePane(1,1),mApi.CameraManager.GetCameraByLogicalNumber (1)) ;
77 }
78 }
79
80
81 }
82 ¥
83 }

Fig.22 The EventReceiver populating cameras on a Quad Screen

Next please compile , fix errors if needed, and save the configuration.

The last step is to add the “Workstat

ionStartup” script to the Workstation definition in the Devices table.

( The script name is available and selectable only when the script compilation was successful )

&N Configuration Client (127.0.0.1, User: Admin)

System Hardware Tools Reports Settings Help
= - ‘ h Maps and B Cameras and n s r
= \Devnca > ‘.’ Structure bo Schedules Recording Events . Alarms .“
% X 2 Q) = Change device passwords
=] Q Eevi Tree [11] ngs
[+ E‘B Erferprise System [1]
EL Recording Station/DiBos Giobal Settings
T e Network address: [152.168.10.249 |
B Matngivitches Rightimouse :
& g" 1MOUS . Startup script: WorkstationStartup ’ v
=B, Workstations 1] ... Addiworkstatio e —
X215 1026 s D
- Manitars 120 [[] Override settings from "Cameras and Recording” page

Fig. 23 Definition and initializing the Operator Workstation as a Startup Script
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5.3 Debug hints for Integrators testing the examples

Here are some hints to debug your scripts when scripts are not executed.
1. First make sure the laser events are fired. You can set an alarm for the same event and check via the ALARM

panel in the Operator Client if the event is shown.
2. If events are correctly shown, check the reception of the EventData in you script by temporarily showing that data

on the Operator GUI.
To do so please add temporarily the following code in the red box:

public override void OnEvent (EventData e)

%
if (e.Type=="DataInputEvent" && e.DeviceName== "RLS-3080SH") //intercept when Laser sends data

{
string LaserData=e["PosData"l:’
C

mApi.ApplicationManager.ShowMessage(LaserData);

You should now see the EventData on top of the Operator Gui if events are executed in your script:

&l Operator Client - Control - Monitor 1

= o« ) ——
-E - B lohaiTee
@» ) 70 - Output - 01
Camera-01[3]
rtual Input 1
130- Camera- 01[6]

Camera-01[2]

Operator Client

Sife-Bec0141
red Datalnpu

Intelligent Tracking

B recoe A

Event Type Management Server  Info Workflow

Alarm Title Alarm State 7 Priority
aA 92 ! 20  Datalnput ! 0SH  127.00.1

h Data Input
) Datalnput a M Data Input

) Data Input a Active Data Input 127.00.1

\  Data Input & Active 12/10/2019 2:24:27 PM Data Input RLS-3080SH  127.00.1 This is a demo text

Fig.23 Laser EventData shown in the Operator GUI as debug information

If at this point events are executed but not switching video then diagnose your code within the if statements. Also make
sure the cameras are selectable (authorized to see for this Operator).
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6. Appendix B Reference Sites for further info

For OPTEX Product information: www.OPTEX-europe.com

For Bosch Integration Partner Program (IPP) :https://www.boschsecurity.com/xc/en/partners/integration-tools/

For Bosch DIVAR IP all-in-one 5000:
https://resource.boschsecurity.com/documents/DIP _aio 5000 Data sheet enUS 71312221451 .pdf

If you require further help then please contact the EMEA IPP department in Eindhoven the Netherlands.

1. Disclaimer

Bosch cannot not accept any liability on implementing nor using scripts mentioned in this document.

Your activity in developing products that interface with Bosch products is at your own risk and responsibility regarding
fitness for use, completeness, faultlessness, or any claims of third parties which may arise based on such further
development.
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